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INSTRUCTIONS: Answer question ONE (Compulsory) and any other TWO questions

QUESTION ONE (30 MARKYS)

a) State THREE (3) functions of incident handling (3 Marks)

b) Briefly explain the duty of the First Officer Attding (FOA) an incident scene (2 Marks)
c) Define an Incident Management Plan and outlin&eiscomponents (5 Marks)
d) Explain Locard’s Exchange Principle and its sigrafice in investigations. (6 Marks)
e) Outline FIVE (5) possible activities of CSIRTs imcldence Response process (5 Marks)
f) Distinguish the following terms (6 Marks)

I.  Incident and Event
ii.  Security Plan and Security Charter
iii.  Incident Response and Incident Handling
g) Intoday’s world it is recommended that every oigation should have an Incident response policy.
Identify the benefits of Incident response policy (3 Marks)

QUESTION TWO (20 MARKS)
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a) Discuss the role of Business Continuity Manageni@@iM) in incident management (6 Marks)
b) Outline FIVE (5) tools and resources for analysid mvestigation on cyber incidences
(5 Marks)
c) State and briefly explain the TWO (2) general aassf incident analysis to consider during
incident response process. (4 Marks)
d) Explain the importance of conducting debriefs posident (5 Marks)

QUESTION THREE (20 MARKY)

a) Describe the 5C’s of Incident Management in respantb incidents (5 Marks)
b) Discuss the role of hazard analysis techniquesHkOP and PHA in identifying threats
(5 Marks)
c) State FIVE (5) sources of digital evidences in egaaization like MUST (5 Marks)
d) During incident tracking process one collects anduenents various information. Explain the

content of the information captured (5 Marks

QUESTION FOUR (20 MARK S)

a) Discuss TWO (2) principles of evidence collectiarthe investigation process (4 Marks)
b) State elements of disaster recovery and businegsady planning (4 Marks)
c) Referencing the Kenyan computer misuse and cylmeesract, 2018:
I.  Outline any FOUR (4) cybercrime offences that aghlighted in the act (4 Marks)
ii.  Describe the step-by-step investigation proceduigidighted in the act (6 Marks)
d) In dealing with security incidences various Legadl &thical Issues must be considered. Name
any TWO (2) of those issues (2 Marks)

QUESTION FIVE (20 MARKYS)

a) Every organization aims at achieving security ferdata, information, network and information
systems. In doing so the organizations follows sdaite standards, develops policies and lays

down procedures and guidelines to be followed tbimiachieving the security objectives and

Meru University of Science & Technology is ISO 9001:2015 and ISO/IEC 27001:2013 Certified
Foundation of Innovations Page 2



minimize the security incidences. Describe what tédvens Standard, Policy, Procedure and
Guidelines mean in incidence response (4 B)ark

b) Discuss any TWO (2) objectives of Incident Response (4 Marks)

c) Preparation is the first step in creating an ingtdesponse plan. Give SIX (6) components of
incident preparation (6Mark)

d) Meru University management wants to establish a j@der Incident Response Team and they
have called you to advise them on the best opttwden Outsourcing the Team and establishing

an in-house team. Explain the reasons why one wahddse any of these options (6 Marks)
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