MERU UNIVERSITY OF SCIENCE AND TECHNOLOGY
P.0.B0x 972-60200 - Meru-Kenya
Tel: +254(0) 799 529 958, +254(0) 799 529 959, + 254 (0) 712 524 293,
Website: info@must.ac.ke Email: info@must.ac.ke

University Examinations 2024/2025

FOURTH YEAR FIRST SEMESTER FOR THE DEGREE OF BACHER OF CMPUTER
SCIENCE, BACHELOR OF EDUCATION ARTS, BACHELOR OF OA SCIENCE, BACHELOR
OF EDUCATION ARTS, BACHELLOR OF COMPUTER TECHNOLOGBACHELOR OF
EDUCATION ARTS(MATHS/COMPUTER), BACHELOR OF EDUCATN SCIENCE
(PHYSICS/COMPUTER)

CCS3402: COMPUTER SECURITY AND CRYPTOGRAPHY
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INSTRUCTIONS: Answer question ONE (Compulsory) and any other TWO questions

QUESTION ONE (30 MARKYS)

a) Explain the key concepts of confidentiality, intégrand availability in the context of information

security. (6 Marks)
b) Explain the difference between a substitution ci@rel a transposition cipher (4 Marks)
c) Using a suitable diagram describe the conventienatyption model (5 marks)
20 17 12
d) Give the following matrix as the keé 0 19 0 ) , Show how you can encrypt the message
26 21 8
“thank you” (6 Marks)
e) Use play fair cipher algorithm to Encrypt the megsd must win” given the wordTROPHY as the
keyword (5 Marks)
f) Given the equatiorkE(x) = (5x + 8) mod 26. Use it to encrypt the message “cryptography”
(4 Marks)

QUESTION TWO (20 MARKYS)
a) Discuss how the following access control mechaniso k. (6marks)
i.  Mandatory Access control

ii. Discretion Access Control
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iii. Role based access control

b) An encryption scheme is unconditionally secureanputionally secure. Discuss (4Marks)

c) T={A, ..., Z}, 1=2, k=XY: Use this to encpf the message The game has been postponed”
(6 Marks)
d) Discuss the two requirements for secure use ofeamtinnal encryption (4 Marks)

QUESTION THREE (20 MARKYS)
Differentiate between Polyalphabetical and monbabetical ciphers (4 Marks)

a) Giving suitable example Explain the difference egw symmetric and asymmetric encryption

(4 Marks)

b) Cryptographic systems are characterized along thosgpendent dimensions; discuss these

dimensions (6 Marks)
c) Describe howsteganography and show how it differ from encryption? (3 Marks)
d) Identify any three malware that computers face today 48m)

QUESTION FOUR (20 MARKYS)

a) Discuss any Five biometric modalities (5 K&
b) Show the importance of a Security policy in an aigation (2 marks)
c) ldentify any fiveRequirements for Hash Function (5 Marks)

d) Given7652314 as the key, use Rail fence to encrypt the mesgetgck postponed until two am
(5 Marks)
e) ldentify three possible approaches of attacking R&@rithm (3 Marks)

QUESTION FIVE (20 MARKYS)

a) Alice and Bob have agreed to use the Diffie Helkag exchange mechanism. Explain how this
system works. Given the p = 37 and g = 13, show tiisvmechanism can be used to send keys
secretly. (6 Marks)

b) Discuss any two types of firewalls (4 Marks)

c) Show the main differences between Host Intrusiote&®n systems and network intrusion
Detection (4 Marks)
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d) Differentiate between Zero Trust Security and Petenbased Security showing how each can be

(6 marks)

achieved.

Table

|

igenere

\Y%

NN QAL T—=-% 135 2000cth—D > X F
>>NICoUAWLOI—-——-¥J1ZZ200a0c0nkFD2>2X
XN QAL GI——JSZ0a0a@ad 3>
SSX>NoLOQWLUOUI—-—-¥Y 153200 0axu0nik>D>
SI>SX>NLCoOUVUQWLUOI—-—~¥Y 132000 xxw0nk-D
DD>SX>NCnVDQWLOI ——=¥ 1520000V
B> SIXENE OOl TE %1 =2Eo et
NNNEIID>SSX>NaA4aoQAUWLOIT - JdETEZ200 0K
oo Al - | > X s N o (0 O ] e B T = N ) S 2 Y O Y
OIcEnEDS=IR>NaAaBUALWEUOE S Jd=2Z 0B
a9 >EXENETOUANLDI=-—¥ a5 20
O 0L WVNED>SX>NCODQQWRLOIT —-——-¥Y a5 2
ZZ0oa S-S >=X >N OL O W I ——N =
SEZ20a 0rnEDEIH>NAG@BUBWEDOTE—==Ww.0
A4 ZEZ200a0xnEFEID>X>NCooV QWL O — ¥
¥ 12 Z200a0Q0xnFD2>SsX >NV QWLOT ——
——i IS Z0o 0D >s XN OU QW WD I —
— |- ¥ 1ZZ200a 00N> X>N<oVQoQwWwWw OI
I JdEZ20oaQe -2 >E X = N oD O
VDO - 155 Z00a0x0nkID2>==X>N<donuUwuw
LILO I ——=¥ 35 Z000x0nFD>TX>NCnOUOW
LW O T~ e 22000 nED22s X >N4gE OB
DOMWLBI——¥ 12000 ornkE2>2X>Nan0
UURAWIL VO E —SYAdSZ0 0 nEII> <X >N < m
MOoOow DT = - I EZ800 003 >8 X > N=
< BUALIEYTET ——YdSZ2 0o unE>2>=% >N

CANUVUAWLUOI—-=¥Jd3ZZ200a0ax0nkFD2>2X>N

Meru University of Science & Technology is ISO 9001:2015 and ISO/IEC 27001:2013 Certified

Page 3

Foundation of Innovations



